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Second Session: Encryption 

• Lecture, with slides, covering the following (15 minutes)  
o Why encryption is important 
o Fundamentals of encryption: the Caesar Cipher 
o A more advanced algorithm: the Vigenère Cipher 

• Class exercise: encrypt a secret message using the Vigenère cipher (10 minutes) 
• Class discussion: length of encryption keys; keys should be both long and random; same 

for passwords. (5 minutes) 
• Lecture: the key exchange problem and public key crypto. (15 minutes) 
• Take-home exercise: generate your own public key (5 minutes of class time, and a 

handout.  Not graded) 

Students who complete this session successfully will be able to: 

• State the purpose of encrypting data and relate that purpose to the properties of a secure 
system 

• With guidance, encrypt messages using a simple cipher algorithm 
• Describe the fundamental operation of public key cryptography 
• Explain the key exchange problem and tell how it is solved by public key cryptography. 

Students who are particularly engaged will have generated their own public keys. 
 
Third Session: Threat Analysis 

• Lecture, with slides, covering the following (15 minutes)  
o Information assets, states, and controls (the McCumber Model) 
o Reminder: Confidentiality, integrity, and availability 
o Reminder: your information assets (from the first session) 

• Class discussion (15 minutes)  
o What are the bad things that can happen to your information assets 
o Which of them is the worst, and what does "worst" mean, anyway?  Which is 

next? 
o What measures can be used to counter the worst threats. 

• In-class exercise: list the protections you should apply to your own information assets 
(10-15 minutes) 

Students who complete this session successfully will be able to: 

• Identify threats to the assets listed in session one 
• Arrange threats in order of most likely and most severe 
• 


